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WHAT DOES METABANK®, NATIONAL
ASSOCIATION DO WITH YOUR PERSONAL
INFORMATION?

Financial companies choose how they share your personal information. Federal law
givesconsumerstherighttolimitsomebutnotallsharing. Federallawalso requires
ustotellyouhowwe collect, share, and protect your personal

information. Please read this notice carefully to understand what we do.

The types of personal informationwe collect and share dependon the product
or service you have with us. This information can include:

e Social Security numberand Income

e AccountbalancesandTransaction history

e CredithistoryandAssets

Whenyouarenolongerourcustomer, we continuetoshareyourinformation
as described in this notice.

All financial companies need to share customers’ personal information to run
their everyday business. In the section below, we list the reasons financial
companies can share their customers’ personal information; the reasons

MetaBank®, National Association (“MetaBank”) chooses to share; and whether
you can limit this sharing.

Reasons we can share your personal Does MetaBank  Can you limit

information share? this sharing?

Foroureverydaybusinesspurposes—suchasto

process your transactions, maintain your Ves No
account(s),respondtocourtordersandlegal

investigations, or report to credit bureaus

Forour marketing purposes - to offer our products Yes No

and services to you

For joint marketing with other financial companies Yes No

For our affiliates' everyday business purposes-

Information about your transactions and No We do not share
experiences

For our afflllates' everyday bu.smess purposes- No We do not share
Information about your creditworthiness

For our affiliates to market to you No We do not share
For nonaffiliates to market to you No We do not share

OISl Go to www.metabank.com.



http://www.metabank.com/

Who we are
Who is providing this
notice?

This privacy policy is provided by MetaBank and applies to MetaBank
products and services.

What we do

How does MetaBank
protect my personal
information?

To protect your personal information from unauthorized access and use,
we usesecurity measures that comply with federal law. These measures
include computer safeguards and secured files and buildings.

How does MetaBank
collect my personal
information?

We collect your personal information, for example when you
e OpenanaccountorApplyforaloan
e Make deposits or withdrawals from your account or Provide
account information
* Make a wiretransfer
We also may collect your personal information from others, such as credit
bureaus, affiliates, or other companies.

Whycan't | limitall
sharing?

Federal law gives you the right to limit only
= Sharingforaffiliates’ everyday business purposes—information
about yourcreditworthiness
» Affiliates from using your information to market to you
= Sharingfor nonaffiliates to market to you

State law and individual companies may give you additional rights tolimit
sharing. [See below for more on your rights under state law.]

Definitions

Affiliates

Companies related by common ownership or control. They can be
financial and nonfinancial companies.
e MetaBank does not share with our affiliates.

Nonaffiliates

Companies not related by common ownership or control. Theycanbe
financial and nonfinancial companies.
e MetaBank does not share with nonaffiliates so they can market to
you.

Joint Marketing

A formal agreement between nonaffiliated financial companies that
together market financial products or services to you.
e OQOurjointmarketing partner(s)include nonaffiliated financial
Companies that we may partnerwith to jointly market
financial products or services to you.

Other importantinformation

Special Notice for State Residents

Residents of California or Vermont: We will not share with nonaffiliates except for our own
marketing purposes, oureveryday business purposes, or with your consent.

Residents of Nevada: We are providing this notice pursuant to Nevada law.
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METABANK E.U. PRIVACY STATEMENT
Effective Date: January 2, 2019

MetaBank (“MetaBank” or “we”) adopted this MetaBank E.U. Privacy Statement (“E.U. Privacy Statement”) to
reflect our commitment to protecting personal privacy.

WHEN THIS E.U. PRIVACY STATEMENT APPLIES

This E.U. Privacy Statement is in addition to our general Privacy Policy and applies to the personal data of residents
of and other individuals in the European Economic Area (“EEA Residents”) who are protected by the EU’s General
Data Protection Regulation (“GDPR”). If you are not an EEA Resident, then the terms of this E.U. Privacy Statement
do not apply to you. If this E.U. Privacy Statement and our general Privacy Policy conflict or are inconsistent, then
our general Privacy Policy applies to the extent of the conflict or inconsistency.

When we refer to “personal data” in this E.U. Privacy Statement, we mean information that directly or indirectly
identifies an EEA Resident.

To the extent you arrived at our products or services through our service provider’s website: This policy only
applies with respect to information you submit or we collect to offer our product or service, and the provisions
regarding automatic collection of data through cookies and similar technologies by our service providers do not
apply. The collection of any information, whether actively or passively that is done on the service provider website
outside of our product page is governed by the privacy notice of the service provider website. We do not get any
of this information and do not have any control over how the service provider website processes it.

DATA CONTROLLER

MetaBank is the data controller for the personal data that is provided to us or that we or our service providers
collect from or about EEA Residents and is used in connection with the provision of our products and services. With
respect to data collected by a service provider outside of the enrollment or account center page — the service
provider is the data controller for personal data, and we do not have any access to such data.

PERSONAL DATA WE COLLECT AND HOW WE COLLECT IT
The personal data we collect depends on our relationship with you.

Personal data you give us in order to use our services or products: The types of personal data we collect depends
on the product or service you have with us. In order to be able to provide you with our products and services, we
may require that you provide us with: your name, government issued identification number, date of birth, street
address and email address. This information is necessary for the provision of the product or service. In the course
of your use of our product and services, we also collect account transaction information. We also may collect
feedback, questions and information that you provide to us when you call or write for customer service.

Cookies and other data collection technology: Our service provider manages the websites through which we
obtain your information. For more information on how our service provider collects and uses data, please see
their privacy statement here.

When you use our or our service provider’s website: If you use one of our or our service provider’s websites, we
collect information about which features you use, how you use them and how you access the website. Some of
this information is collected through cookies and other data collection technology.
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= Usage Information. We may collect information about your activity on the website, such as date and time
you logged in, features you’ve been using, search queries, webpages you viewed and referring webpage
address.

= Device information. We may collect information from and about the computer, tablet or mobile
telephone (“Device”) you use to access the website, including hardware and software information such as
IP address, device ID and type, identifiers associated with cookies or other technologies that may uniquely
identify your Device or browser, and information on your wireless and mobile network connection.

= Location Information. If you give us permission, we may collect data about the location of the Device that
you use to access the website (“Location Data”) using IP address, GPS and Wi-Fi access points. We also
may use Google Maps to determine your location. When Google Maps is part of the services you choose
to use, you are subject to Google’s Privacy Statement at http://www.google.com/policies/privacy.

From other sources: MetaBank may collect personal data about you from third parties:

= Through service providers: Third parties that assist us with our business operations or to offer our products
and services also collect and use your personal data and may share the collected personal data with usto
assist usin servicing and marketing our products, detecting and preventing fraud or analyzing or performing
market research on our products and services.

=  When you connect with social media: our websites may link with social media platforms and social media
plug-ins (e.g., the Facebook "Like" button). We may (depending on your social media account settings)
automatically receive personal data from the social media platform. You can change your settings in your
social media accounts at any time.

= Withyourconsent: We may from time ask you for your consent to collect personal data that is not described
in this E.U. Privacy Statement. You may revoke your consent at any time.

HOW WE USE PERSONAL DATA

MetaBank uses the personal data that we collect for the following purposes as necessary to provide you with our
products and services. The legal basis for this is the performance of a contract with you or to take steps at your
request prior to entering into a contract:

= respond to your inquiries and fulfill your requests for information, products or services;

=  verify your identity;

= provide you with important notices about our products or services and policies or other administrative
information;

= evaluate your eligibility for products or services;

= identify you when you access and use our websites

As part of MetaBank’s legitimate interest in the improvement and marketing of MetaBank’s products and services,
compliance with our legal and contractual obligations, as well in the security of MetaBank’s products and services,
MetaBank processes your personal data in order to:

= deliver marketing communications to you;

= help us understand the types of products and services that interest you and present you with offers for
them;

= personalize your experience on the website and when you use our services;
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= conduct data analysis, identify usage trends and determining the effectiveness of promotionalcampaigns;
= develop and improve our products and services;

= detect and prevent fraud;

= comply with applicable laws and regulations and legal process and law enforcement requirements; and

= enforce our agreements with you

= share your personal data as described below

HOW WE SHARE PERSONAL DATA:

We share personal data as follows:

= Service Providers: MetaBank shares personal data with MetaBank’s third-party service providers that help
us provide our products and services for you, marketing, providing customer service, industry
benchmarking and market research.

= Corporate Transactions: MetaBank may share and transfer personal data if MetaBank is or intends to be
involved, in a merger, sale, acquisition, divestiture, restructuring, reorganization, dissolution, bankruptcy
or other change of ownership or control by MetaBank (in each case, whether in whole or in part).

= Other Lawful Disclosures: MetaBank also shares personal data: (i) as permitted by law; (ii) if we determine
that disclosure of specific personal data is necessary to comply with the request of a law enforcement or
regulatory agency or other legal process; (iii) to protect the rights, privacy, property, interests or safety of
our company or our affiliates, customers, business partners, employees or the general public; (iv) to pursue
available remedies or limit the damages; (v) to enforce our agreements with customers and others; and (vi)
to respond to an emergency.

= With Your Consent: Apart from the reasons identified above, MetaBank may request your permission to
share your personal data for a specific purpose. MetaBank will notify you and request consent before you
provide the personal data or before the personal data you have already provided is shared for such purpose.
You may revoke your consent at any time.

HOW WE PROTECT AND RETAIN PERSONAL DATA

We use physical, technical and organizational measures designed to protect your personal data against
unauthorized access, theft and loss. Although we take precautions intended to help protect personal data that we
process, no system or electronic data transmission is completely secure. Any transmission of your personal data
is at your own risk and we expect that you will use appropriate security measures to protect your personal data.

If we determine that the security of your personal data in our possession or control was subject to unauthorized
access or us, applicable law may require that we notify you. If you have provided us with your email address, you
agree to our use of email as a means of notification.

TRANSFERS OF PERSONAL DATA

MetaBank transfers, processes, and stores personal data about you on servers located in the United States.
Therefore, your personal data may be transferred to, stored, or processed by staff who work for us, or for one
of our service providers in the United States whose data protection, privacy, and other laws may not provide the
same level of protection as those in your country of residence. For example, government entities in the United
States may have certain rights to access your personal data. If MetaBank transfers your personal data outside of
the EU in this way, MetaBank will take steps to ensure that appropriate security measures are taken with the
aim of ensuring that your privacy rights continue to be protected as outlined in this policy.
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By using our products or services, you understand and consent to the collection, storage, processing,
and transfer of my personal data to MetaBank’s facilities in the United States or in other non-EU countries. You also
understand and consent to MetaBank’s sharing personal data as described in this E.U. Privacy Statement with
third parties in the United States or in other non-EU countries.

YOUR CHOICES ABOUT YOUR PERSONAL DATA

If you would like to review, amend, correct or update personal data that you have previously provided to us or if
you would like to restrict, delete or receive an electronic copy of your personal data for purposes of transmitting
it to another company (when these rights are provided to you by law), please contact us at the address or phone
number provided below.

In your request, please make clear what personal data you would like to have changed or other limitations you
would like to put on our use of your personal data. For your protection, we only fulfill requests for the personal
data associated with the particular accounts you identify and we may need to verify your identity before fulfilling
your request. We will try to comply with your request as soon as reasonably practicable.

Your rights include:
= The right to access: You have the right to ask us for copies of your personal data. This right has some
exemptions, which means you may not always receive all the personal data we process.
= Theright to rectification: You have the right to ask us to rectify personal data you think is inaccurate. You
also have the right to ask us to complete personal data you think is incomplete.
= The right to erasure: You have the right to ask us to erase your personal data in certain circumstances.

= The right to restrict processing: You have the right to ask us to restrict the processing of your personal
data in certain circumstances.

= Right to object to automated processing, including profiling: the right to not be subject to the legal
effects of automated processing or profiling.

= Theright to lodge a complaint with the supervisory authority: A list of Supervisory Authorities is available
here: https://ec.europa.eu/info/law/law-topic/data-protection_en.

Please note that we often need to retain certain personal data for recordkeeping purposes and/or to complete
any transaction that you began prior to requesting a change or deletion. Our databases and other records may
have residual personal data that is not removed. In addition, we also may not allow you to review certain personal
data for legal, security or other reasons.

HOW LONG WE KEEP YOUR PERSONAL DATA
We will retain your personal data for the period necessary to fulfill the purposes outlined in this E.U. Privacy
Statement unless a longer retention period is required or permitted by law. The criteria used to determine our
retention periods include:

= The length of time we have an ongoing relationship with you and provide services to you;

=  Whether there is a legal obligation to which we are subject; and

= Whether retention is advisable considering our legal position (such as, for statutes of limitations, litigation

or regulatory investigations).

LINKS TO OTHER SITES

Our website may contain links to other sites that are not operated by us. If you click on a third party link, you will
be directed to that third party's site. We strongly advise you to review the Privacy Policy of every site youvisit.
We have no control over, and assume no responsibility for the content, privacy policies or practices of any third
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party sites or Services.

CHANGES TO THIS PRIVACY STATEMENT

The effective date of this E.U. Privacy Statement is set forth at the top of this page. We reserve the right to change
this E.U. Privacy Statement as business needs require. We will post the changes to this page, and will indicate the
date they go into effect. We encourage you to review our website terms, E.U. Privacy Statement, and Privacy Policy
to stay informed. If we make changes that materially affect your privacy rights, we will notify you of the changes
by posting a prominent notice on our website or using other methods that we select, as required by law. Any
amended

E.U. Privacy Statement supersedes all previous versions.

CONTACT US
If you have any questions about this E.U. Privacy Statement, please contact us at: MetaBank, PO Box 91607,
Sioux Falls, SD 57109 or 1-866-550-6382.



